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3 %8 £ 238 5 ¥F 78 £ (ISO/IEC 29115) (r“fn’; SRR

~ * Application and initiation  * Record-keeping
B ETE B

* [dentity proofing recording
Enrolment Phase * |dentity verification + Registration
2 2 .
'E "g s ’54& \%&‘ * Credential creation * Credential storage
12> 3B 4 " * Credential pre-processing * Credential suspension,
e iP‘ 7 *#‘ 3 B BFEE * Credential initialization ~ revocation, and/or
: * Credential binding destruction
Entity authentication OO HENVEUEGISNCINIESTY . Ccdentialissuance  + Credential renewa
* Credential activation and/or replacement
assurance framework + Recordkeeping
ISO 29115 ) . o
R AL S + Authentication
Entity Authentication Phase * Record-keeping

& By ,E,‘—*m} = 4 B ¥ X % (LOA: Level of Assurance)
« KRG ERB= 'mb,ad 5 %0 LOA

'5‘;'3" <L

2 7

. @ﬂi B 2R (2022) 0 B2 E o BERRIREIR R G NP 0 St o o

. Internatlonal Organlzatlon for Standardization (2013) ISO/IEC 29115:2013 Informatlon technology — Security techniques - Entity authentication assurance framework.
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Authentication Authentication = EgE

Phase
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* International Organization for Standardization (2013).ISO/IEC 29115:2013 Information technology — Security techniques - Entity authentication assurance framework.

Fek R Y Yo B B R R 43



BIMAEXBRESRR

FInG ﬁmﬂﬂﬁﬁﬂntmb\

nnnnnnnnnnnnnnnnnnn
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SEF=Z3TTP
(Trusted 39 Party)

i 5
AP T HE = RA
(Registration Authority)

o ¥ IRI3F & H = CSP
(Credential Service Provider)

47 ¥ = RP ET 1 FN

- (Relying Party)
g’% S Rk b S gl B
oo <
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% H > VA
(Validation Authority)

+ ﬁ: gl e
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* International Orgamzatlon for Standardization (2013).I1SO/IEC 29115:2013 Information technology — Security techniques - Entity authentication assurance framework.
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X A7
B IR

Enrolment

SRR S R A R LA

%

v

1. A1 fRA%e ok 2 B (Authentication) -
2.

3.

A3 Frid & 2 R i (Verification) o
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B FEPE TR (2022) c P ARELF o AFRRRERFG T 2T 0 S
International Organization for Standardization (2013).ISO/IEC 29115:2013 Information technology — Security techniques - Entity authentication assurance framework.
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NIST #ic iz ¥ 4 45 31 Digital Identity Guidelines ) (@ SHNEHEEY
(NIST SP 800-63-3)

* NIST (The National Institute of Standards and Technology)

* NIST SP 800-63-3 ﬁﬁ 20 g P FR:?Z»#}:. f#——*ﬁift B F i PRI 0 R FE
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iR A= f’éﬁ?ﬁ

+ NIST 800-63-3 #-5 & Fez A 5 11T = /A » & Ry 7 FIREER T AT 3
fe eriffa k& &

1. &2 &0 ik

Enrollment and Identity Proofing (NIST SP 800-63A)
2. YokEi dd a2

Authentication and Lifecycle Management (NIST SP 800-63B)
3. T A REEEE B

Federation and Assertions (NIST SP 800-63C)

3 Sl
5 V i

. (2017) NIST B »t iz & A 2 77 3 o (FF 2 : TWCA-TR-010) 4 % 4 k.32

. NIST Special Publlcatlon 800-63- 3, Dlgltal Identlty Gwdellnes June 2017, https //d0| org/lO 6028/NIST SP 800-63-3.
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Characteristics of Common Biometric Modes

Common Biometric Modes

Characteristic Face Fingerprint Vein Voice Behavioral!

How many people
Universality o 2 o o o possess or exhibit the

underlying trait?

How well does the
Distinctiveness 2 o o 1 2 underlying trait distinguish

one person from another?

How slowly does the
2 e 1 1 underlying trait change over
a person's lifetime?

Stability

How easy is it to acquire and

2 o > process a sample and extract

features that can be used
for comparison?

Measurability

Performance? 2 2 !—|c:-w accu r_ate_and how quick
is the verification process?
How well does the maode fit

utility 2 2 the needs and constraints

of a variety of use cases?
How willing are people ta use

the mode, taking account of
2 e e societal and personal

Acceptability
perceptions as well as
ease of use?

How hard is it for an attacker
2 e to create and present a

facsimile of the trait?

Resistance to
Presentation
Attack?

» 0000 -
N

Ve
Poor 1 2 o Y
good
Source: Gartner (October 2019)

1 "Behavioral” here means specifically the multimodal combination of gesture, handling and keystroke.

2 For many modes, there is a trade-off between accuracy and speed, which is reflected in the performance rating.

3 There are other ways of attacking a biomeinc authentication system, but presentation attacks are common to all modes.
Bubble size indicates relative rating within each characteristic from poor to very good.

ID: 377472
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